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[J Computer programs, procedures, and possibly associated documentation and
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ENX : Combination of a hardware device and computer instructions or computer data
that reside as read-only software on the hardware device

B 5EHRSE: Ascher Oplerf£196 7519
DatamationXEHHE—XIEEIARIE
firmware (firm + ware)
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RS LANEXEZeACPURATRIIES

B “Somewhere between hardware and

software”, EIFEFEHFIEREZIa
BBR E, EEZFRAfirmware
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Yi Home Camera Firmware Update

%2 Mercury

’@ SEEETE x I Fast WVRI00L WVR900G WVRB00G WVR458L
Fik: marthomecam/1.8.6.1Q 201607271501home?attname=home < 20 CAIEETD
[EiA Tenda
EE @‘lqzmswznsmhme WVR458G WVR458 WVR450L WVR450G
= . Z#L Netcore
=5 _ﬁ" i : i FEE: f DEETE k"
Latest firmware version Fil{$ NETGEAR
(1] o TEEEE
D-Link WVR450A WVR450 WVR4300L WVR308
BEF mi 7k Xiaomi
SRS WVR302 WVR300 WVR2600L WVRI750L
IR HATRSEESE GRS FEgE Newifi
NOTE: Please referto JaulEUEUEENENTEN for defail instructions HAR ASUS
WVR1750G WVR1300L WVR1300G WVR1200L
WTR3400 WR942N WR941N 'WR940N
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] GD25Q16(8K BIT OTP)_20171110_174446.BIN
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00000000n: [§0 04 00 20 F1 10 00 00 F7 10 00 00 F9 10 00 00
00000010h: 15 11 31 00 4D 11 00 00 00 00 00 00
00000020h: 00 00 00 00 00 00 00 00 00 00 00 00 AF OD 00 00
00000030h: 00 00 00 00 00 00 00 00 29 OE 00 00 21 A6 05 00
00000040h: 31 OA 00 00 00 00 00 00 00 00 00 00 D1 OA 00 00
00000050nh: 89 OC 00 00 00 00 00 00 A9 OA 00 00 00 00 00 00
00000060h: 00 00 00 00 00 00 00 00 79 16 02 00 00 00 00 00
00000070h: 00 00 00 00 00 00 00 00 79 09 00 00 00 00 00 00
00000080h: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
00000030h: FF FF FF FF 12 FF FF FF FF FF FF FF FF FF FF FF
000000a0h: 00 FO 02 F8 00 FO 58 FC OA A0 90 E8 00 OC 82 44
000000bOh: 83 44 AA F1 01 07 DA 45 01 D1 00 FO 4D FC AF F2
000000cOh: 09 OE BA E8 OF 00 13 FO 01 OF 18 BF FB 1A 43 FO
000000d0h: 01 03 18 47 AC 00 00 00 CC 00 00 00 OA 44 4F FO
000000e0h: 00 OC 10 F& 01 3B 13 FO 07 04 08 BF 10 F8 01 4B
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B 5| SiEFEED (BootLoader)

B A EgENZER D

B A ERERMG R Geab o

m HEM X

DECIMAL HEXADECTMAL DESCRIPTION
DLOB firmware header, boot partition: "dev=/dev/mtdb
lock/2"

112 LZMA compressed data, properties: 8x5D, dictionary s
1ze: 33554432 bytes, uncompressed size: 4827572 bytes

1376368 Bx150078 ~ PackImg section delimiter tag, little endian size: 9
457152 bytes; big endian size: 5148672 bytes

1376400 Bx150090 squashfs filesystem, little endian, version 4.8, com

pression:lzma, size: 5144687 bytes, 1878 1inodes, blocksize: 131072 bytes, created:
2015-11-062 06:12:22
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EFiEm - EfEFEE. (iBoth

B TR HIEEFIZ I TERAIVIREBAUTEINET, ATLIEIE

PITZERAHIRT, EESERFRSH
+  [ERBinwalkXIEEHITREE, TRENEWGAISUS RS
.+ (FRERSRICRIMFIDA Prof1REXFYEHH TR S DT

] ] ] o e
bin dev ekc home htdocs
] ] ] o e
lib mnk proc sbin sys
R
usr var WIWW

FMIFBinwalkfi#ESHIENA UG R 5t

AR

Y v ¥

lull ) [-= lall sl =]

loc_4e6818: loc_4e6160:

la $t9, sess_validate 1 $=8, BxFFFFFFFF
op

jalr $t9 ; sess_validat

addiu $s@, %sp, @wdB+var_23

1w $gp, @x48+var_38(%sp)

lui f$al, exd2

la $t9, spri

mo a2, fve

move $a@, $s0 # s

jalr $t9 ; sprintf

la $al, aAuthorizedGrou_

Iw fgp, @xd48+var_38(%$sp)

move %al, %s@

la $t9, sobj_add_string

nop

R IDAProXH{CIBH I 757 ST
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Ref: https://www.wired.com/story/tesla-model-x-hack-bluetooth/
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1 CVE: Common Vulnerabilities & Exposures

1 CNVD: Ex{EEZ£imIEE (China National Vulnerability Database of

Information Security)

HOME > CVE » CVE-2020-7533

CVE-ID

CVE-2020-7533 |Learn more at National Vulnerability Database (NVD)
* CVSS Severity Rating * Fix Information * Vulnerable Software Versions « SCAP Mappings * CPE Information

A CWE-255: Credentials Management vulnerability exists in Web Server on Modicon M340, Modicon Quantum and ModiconPremium Leg:
execution of commands on the webserver without authentication when sending specially crafted HTTP requests

References

Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended to be complete.

s MISC:https://www.se.com/ww/en/download/document/SEVD-2020-287-01
e URL:https://www.se.com/ww/en/download/document/SEVD-2020-287-01/

Assigning CNA
Schneider Electric SE
Date Entry Created

20200121 Disclaimer: The entry creation date may reflect when the CVE ID was allocated or reserved, and does not ne
updated in CVE.

Phase (Legacy)
Assigned (20200121)
Votes (Legacy)

Comments (Legacy)

Proposed (Legacy)
N/A

iR ERIFE

Microsoft Internet Explorer £/ X{5iRiEiH

CNNVDERS: CNNVD-202001-876
CVEHFRS: CVE-2020-0674
EfEE: 2020-01-17

BETEfE: 2020-11-30

EEHIE: Clément Lecigne of ..

IR T

BEZHR: =M
REER: EPRES
BAMERL: EE
roE

23



YRR R 2 - BEED

2B (Malicious Software): FERBIRNAIBERT, LUK
INREHE S, STEAFPER. PTHAPEEFER. HELRP
OB BRIMdmsI ARG S AE R ER

AR T, WABSRE, EABRES
ERCABRENRR PRI

e fliRE. 1TBES. BR. A5, BIIF

R REAESNBER G EIR & EERA LR

R vs. BEAE: ERE—RAERENERE, TEABEEUE
B, TR —RA RS R sE eI .
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YIEARER (G 2 2 - T ChgRE

s ITRIBES Virus: —MEEBERESIF
FREERE, SXLR RG]

9—‘—

s BRHRWorm: —HEETE BREHIH

AELEFT IR S RIS

B IE R EAERR B S S
E PR SR TR T FTRT,

rBASEEEEERFEAEPE

SRISBOTRND, BRBIMEEETRE, FESBRIOT
BHLZ S

m KB Trojan: —FEFLSE

9.

ALEI =

EEITENREIER, BRI
Z{THESEFEMEEENNAN, FEIFEERF

REHNRG. EHRFEERMRFHERNERREAER

YT Bak i A

i RSIR AR IT N EHI%REE

m [l )Backdoor: —fEEW BTG ARFZFRIREEAL, 7B

IS SIS ERAEITE,
T

L= AL

A R

BEERDARFENARER, BF
PR E G RRIT AR

TR
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» FRFMEERABZERNXER
RERE TR DR E RS BB, iR
RIIAERIER, ALUBI B TER SIS,
AREATFH
BIISHENFS, BRORSIRE LB T Y

AS5EIMEREREERFRST, SELIRE—ENR, LUE
TR BRI ARG (B2, RS2, B+
IR, BRERSTPIR R EERIREIRERI TR

» BEHREEABNEERARTBYRS
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YSAE/HKB | %8 (Virus) | BEH (Worm) | K3 (Trojan) {EBL]ckdoor)
s | OET | mmamE | pmEEe | o
(B3 Ns
BEEB | v W X FEE X FEE X FEE
HESH | v IUBRRSH | v EEEE X e X g
TEAN | WAH/RS | MESE/EE | RS | EisiaEE
BRZE | v EBHT | X BEiEE EELE | X HBIET
MorristEh .

— CIHf®mE= o 4= SolarWinds

BB (1 99‘3 (1988) . E8) | ZeustRITALS P

G
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" A
=2=l: WannaCry$#IHEiws

s 2017858 12H, WannaCry2 g%k, E=/MM501MEZR. 305 HF
thiB, 1ERIRFIA80{ZTT. FEERD WindowstM{ERF 2R,
Hrp XD AREMEARF, AESCIEEHIEFIEINS SBIIZEE ,
R SIE T HNME300ETTHIL IS H A Bl iR,

" Yana DecryptOr 2.0

QOoops, your files have been encrypted!

PR B T 1A R 7

' - SEETHSRNERET -
B -~ BR - X BHE - B WIS - exeXFE 0 LEAAERRATSIFEMINE

T EELFBEEREITH - STHL “BR” Agmamg, 2 |
BRI 2 R A VA - AR E S AR SO 5% + R - AR SRR A i’l i@%ﬂﬁ Sl
B Re e TETREEEES - SREERFET LA - EHRRE, WRR! v Dongpo District Meishen City |y

20174ES Has [ d
1/4£1970 08:00:00 ﬁ&ﬁ;&gg%xﬁ Egja—si ?
Time Lot LA AT - R ETRITIEEES TN - RUAMEER  EBiRkEes
RRIRE RS -
EECRABET - R RS IREART R - —
1Fmd <Decrypt> 4 - BiOTLLRBIRE —Lorks - wIEKLL » BRRETEMRIREY -
AT 2 50 - MR -

Your files will ba lost on %Eﬁgﬁﬁiﬁfﬂﬁﬁﬁﬁﬁﬁ , %%ﬁgﬁ"]ﬂ% s %%:ﬁ.i s f’%i@f‘fﬁkﬁﬂ’rﬂ@ﬁﬁﬁiXﬂj B =
1/8/1970 08:00:00 BIFIRZAMERE  dT=XBREHSEE - T\MF E
HE  — LB R FEAaEREFRT - -
WL WT o B TERIR  WEED BERMASNE A SEERRIKE  STRIR 0 BES
BENESEAMT -

Frer A

Chinese (simplifhd

B @

Send $600 worth of bitcoin to this address:

iBMZ 15K

bitcoin

ACCEPTED HERE 13AMaVIW2dhxY gXeQepoHkHS QuySNgaEba4

Check Payment :

Contact Us e — Him ST
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SMB (Server Message Block) 1Y : —FhZ=ZF#H/IRSZEE. &
KRN, BIESMBIMY eJLATEHEN 2 BHZ= 308, FTED
. wREEFRR, W LEPERIEEISMBYMYELIL, SMB
(FRTCP139F044 5k [ L= 45 RR

KIEZE (EternaBlue) : —fRREFIALILE, 2T ERAT
RERTF17E3 B & AIMS17-010%M T IR EIRIE SMBIMYFE
IR TRTE

WannaCryfgilizkiBz 85, INESBEHMS17-010% T SXEHFH
Fh445isOwindowsIE{ER G

~

(W]
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. HEEETIER

MRS HEANE SEEIMS 17-010 BEAR
A RS 1 iR
REHACIRBE MR, ) E— }//
FERMFIINAIP, FFIRERS ‘;””
@?(?I% jﬁﬂ
XJ 2> BB Pttt 44 5w AT tasksche.exe
3iE, BEEMS17-010Rz RN NV
E&z;‘% # f; - S~ Tar:lg{ei.]eue
. N R @WanaDecryptor
XEEN, BEEiEFmI3ats A Teskclote

HURRTEM B =il 244 5
I TR
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WannaCry{&H&F1 T{E/RIE

n EFIUINZERS
[Szitasksche.exe, MEERFREE TG, BIEINMEERER,. RIERE]
B BIKSRER, BRI S EIZE N P

BRER, HESEEMEIICHRT, PR EBaERE A
office i, ARSI, BRRAMREH. BRrE

Y - e msg 1.26 MB
EHrmssecsvc.exe _ @Please_Read_Me@ .t 1 KB
(8%) » | @WanaDecryptor@.exe 240 KB
__ @WanaDecryptor@.exe.lnk 1KB
_ 00000000.eky 1.25 KB
L 00000000.pky 1KB
/ & 00000000.res 1KB
TR __ bwnry 1.37 MB
tasksche.exe D) commey 1 KB
‘ (NEroREm) fwnry 1KB
f \Fwyz ( | — S L
F N Taskse.exe _ | sawnry 2.89 MB
l w | (188) | 64.27 KB
@wanaoecryptor " 'taskdl.exe 20 KB
@.exe Taskdl.exe " 'tasksche.exe 3.35 MB
(REEEWRETER ) (iBENDS ) 1 taskse.exe 20 KB

L u.wnry 240 KB 32




" S
WannaCry{&H&F1 T{E/RIE

n ERHFHEINER
{EFIAES-128-CBCIEINZNIHAS, RFT BRAN.WNCRY 4,

STRINE S, BERURBENE, [ hi A TKEE], 3T
tefshee BRI TR+, SRETUERN—TE7.
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wanana. zi1p. ff
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F P gm e SCAF
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~ INTERNETOF THINGS *°*® ..

Weak, Guessable, or Hardcoded Passwords

Use of easily bruteforced, publicly available, or unchangeable credentials, including
backdoors in firmware or client software that grants unauthorized access to deployed
systems.

Insecure Network Services

Unneeded or insecure network services running on the device itself, especially those
exposed to the internet, that compromise the confidentiality, integrity/authenticity, or
availability of information or allow unauthorized remote control...

Insecure Ecosystem Interfaces

Insecure web, backend AP, cloud, or mobile interfaces in the ecosystem outside of the
device that allows compromise of the device or its related components. Common issues
include a lack of authentication/authorization, lacking or weak encryption, and a lack of
input and output filtering.

Lack of Secure Update Mechanism

Lack of ability to securely update the device. This includes lack of firmware validation on
device, lack of secure delivery (un-encrypted in transit), lack of anti-rollback mechanisms,
and lack of notifications of security changes due to updates.

Use of Insecure or Outdated Components

Use of deprecated or insecure software components/libraries that could allow the device to be ¢~

compromised. This includes insecure customization of operating system platforms, and

the use of third-party software or hardware components from a compromised supply chain.

https://owasp.org/www-project-internet-of-things/

9
.

\/e‘._
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. :
] SQL;E)\ Weak, Guessable, or Hardcoded Passwords

Use of easily bruteforced, publicly available, or unchangeable credentials, including
backdoors in firmware or client software that grants unauthorized access to deployed

1 XSS

Insecure Network Services

— E N == Unneeded or insecure network services running on the device itself, especially those
H =1 Ll =3 exposed to the internet, that compromise the confidentiality, integrity/authenticity, or

availability of information or allow unauthorized remote control...

ety
[ | *ﬁ Hgg%*u*irg Insecure Ecosystem Interfaces
Insecure web, backend AP, cloud, or mobile interfaces in the ecosystem outside of the

device that allows compromise of the device or its related components. Common issues
gg\q] E\‘*& II:I:II: 2|=-I include a lack of authentication/authorization, lacking or weak encryption, and a lack of
O / IﬁII. R IR input and output filtering.
. =y S N Lack of Secure Update Mechanism
|:| *&I‘ 1{%{#%; == ;IE_I Lack of ability to securely update the device. This includes lack of firmware validation on
A 1S device, lack of secure delivery (un-encrypted in transit), lack of anti-rollback mechanisms,

and lack of notifications of security changes due to updates.

3 2 LY ~ N p—
O * =|=7J_w|:| E%; K1 ;|E.I Use of Insecure or Outdated Components

Use of deprecated or insecure software components/libraries that could allow the device to be \ /t ¥
A

Z == N=N= compromised. This includes insecure customization of operating system platforms, and o,
D j\{q:ﬁ,% I)|_:~=l|§; |E_| the use of third-party software or hardware components from a compromised supply chain.

"‘
-

https://owasp.org/www-project-internet-of-things/ 35
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W

=ty L A
AZ2NAMEFIIEIN - 555
551<(weak password) : BEEIANNBZHEIIA (EIETEEXIRE
THR) IBNRISEERE T BN OS85505
5054 (NEEERHFNFEANAS, W “123", "abc’s,
XN O SRS Z2#BI AB#E

PIEXMSSOSEMRE . HTMEAMIREHES . MRS, A1
ZHCIZEENBIR, AFRZZEEIR, SEEEOSEBRMIRE T

KIB+0 Sk
¥EFFINGE . Credential Stuffing, INEEFIFARBEUEEESEMAEE

BRI KERFEMER (3EEO<) 25, =nfES kb
BiRSS LEIIE R, XEEHIRIIRFRT BREZ e LEE
{ERERREZEX—E WIS
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Top 10 Worst Passwords - Historic Analysis

2015 2010 2005 2000

#1 123456 123456 123456 password password
YA 123456789 password password 123456 2 123456
#3 qwerty 12345 12345678 12345678 12345678
#4 password 12345678 gwerty abcl23 gwerty

#5 1234567 gwerty abcl23 gwerty abcl23

M 12345678 1234567890 123456789 monkey  monkey
#7 12345 1234 111111 letmein 1234567
#8 iloveyou baseball 1234567 dragon letmein
#9 111111 dragon iloveyou 111111 trustnol
#10 Covid football adobel23 baseball dragon

@ 2023 Copyright lanco Associates, Inc. — https://e-janco.com
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(&7 dashlane
A Decade of Passwords Trends

Champions
League Teams

liverpool
chelsea
arsenal
barcelona
manchester

Most Popular
Brands

myspace
mustang
linkedin
ferrari
playboy
mercedes
cocacola
snickers
corvette
skittles

Movies
& Music

superman
pokemon
slipknot
starwars
metallica
nirvana
blink182
spiderman
greenday
rockstar

Love & Hate

iloveyou
f***you
a**hole
fxxxoff
iloveme
trustnol
beautiful
ihateyou
bulls**x*
lovelove




RXER (58) O<

m FIXIKIE. 7k7k, CSDNZS
s B550OS:

123456, password, 52013145

E RGP O T30

Rank Tianya 7k7k  Dodonew 178 CSDN  Duowan | Rockyou Yahoo Phpbb
I 123456 123456 123456 123456 123456789 123456 123456 123456 123456
2 111111 0 al23456 111111 12345678 111111 12345  password password
3 000000 111111 123456789  2z12369 11111111 123456789 123456789  welcome  phpbb
41 123456789 123456789 111111  qiulaobai  dearbook 123123 password ninja  qwerty
5 123123 123123 5201314 123456aa 00000000  000000| iloveyou  abcl23 12345
6 123321 5201314 123123 wmsxiel23 123123123 5201314  princess 123456789 12345678
7 5201314 123 a321654  1231231234567890 123321 123321 12345678  letmein
8| 12345678 12345678 12345 000000 88888888  al23456| rockyou  sunshine 111111
9 666666 12345678 000000  qq66666 111111111 suibian| 12345678  princess 1234
[0 [111222tlanya  wangyut2 123456 w2w2w2 147258369 12345678 |  abcl23 qwerty 123456789
Sumof top-10| 2,297,505 440300 533285 793,132 670,881  338,012] 669,126 4476 7,135
Total accounts || 30,901,241 5423287 16,258,891 9,072,965 6,428,277 4,982,730/32,581,870 442834 255,373
% of top-10 7.43% 8.12% 3.28% 874%  1044%  678%|  2.05% 1.01%  2.79%
— — iy
0 AEKENFREBREEEEAER?

Ding Wang, etc., “Birthday, Name and Bifacial-security: Understanding of Chinese Web Users”, in Usenix Security 2019 39



" SN
£pl: FIRSOSKERNMEEERIR

n {FHShodan TEFEHIEAMIZES: hitps://www.shodan.io/
BENX: wmO. BEzxR. Y3EESE, 2160001, CN. JAWS

s RULERRSE, AEAEABEOSHITES
http://113.64.36.xxx:60001/ (ERA)

http://117.79.xxx.52:60001/ (EA)
http://151.26.5.xxx:60001/ (E4M)

\- -
= .‘.» : ' { b
/ - L& 3

L E0EBEEEY
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http://182.245.xxx.94:60001/
http://182.245.xxx.94:60001/
http://151.26.5.xxx:60001/
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£6: FIASOSRERMMEEERER

x -+

ch?query=JAWS%2F1.0+country%3A CN" +city%3A Hangzhou" e % 0 *®®@ e D006 :

@ BisD: FER. @ dscopackettrace.. @ MHECiscosd @ Qleaming B [ Bzl »

ZFReinfor.. Y CiscoRlZHERES...

A @ kessr 3 Sci-Hub  §D EDAS Conference... By Google EiZ TEETEE 13

wnloads Pricing 2 JAWS/1.0 country:"CN" city:"Hangzhou" n

Explore
skl e = T 4 View Report
New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor
% Please wait, the login page is opening... [/ 2022-05-11
10 114 HITB/1. 1 401 Vnsuthorized

A AccaptRanges: bytes

5357 5 B china, Hangzhou Comneetion: keap—alive

50 4 BLo4ga Content-Disposition: Content=Disposition

Content—Length: 46652
82 4 honeypat Content-Type: text/htnl
Etag: Bfacd2di-26d
1935 4 e
Last-Hodified: Thu, 12 Hov 2020 06:14:40 GHT
Loginip: 114.56 30,45

More...

Pragma private
Server: DIR-G25 web server/v.

CHINANET jiangsu province network 5 ¥ keywebtor4.artikel5ev.de
112.124.20.75
CHINANET SHANXI PROVINCE NETWORK 3 i - a1 1 20 0w
Aliyun Co ing Co., L Accept-Ranges: bytes
CHINANET YUNNAN PROVINCE NETWORK 3 B China, Hangzhou Comnestion: kesp-dlive
i BLro4dg ContentDispesition: Content—Disposition
CHINANET Guangdong province network 2 ol R, el

More... honeypot Etag: 5facd?d0-264

Last-ModiEied: Thu, 12 Hov 2020 08:14:40 GMT
Loginip: 112.124.20. 76

Pragnal private

Teradici PColP Management Console 3 Server: EZEE WebSocket Server/D. 7.0 WildFly/10

lighttpd 2

Apache httpd 1 & Unsubscribe [ T07:51:31.657282
47.97.126.226 33
on g it A\ Shodanil 2 5] %
Bl China, Hangzhou J_ / | /’5&

[~ | withoutadoubtx.com Content-Disposition: Content-Disposition
Content—Length: 46626

honeypot ’;LOrga"IIZEIIOH Content-Type: text/html




¥ e
AZEWebiR[] - SQLIEANINTE

s EX: WHEEBTREESHISQLIUIEE FEENRI N BIEFEIATFER,
EEEAEIRENITARIHIASQLA S, MTSCHREN. EegFnieR
SEET SRR B

s [FIE: SQUEANBREEBANFREREZFEANBUIRITHIEESQLIE
<, FEFTFERE, EANTSIESHEREIRERSSHTA
FARIERHISQLIESTNIZT, FRILERIBIAERENR

n BF HUEHE. ZUEEM. HUEMIFR. DRI, BEiRS

n Ffl: EERFTRFHHEFPEFREAN 'OR'1-1, SEEHEA:

SELECT * FROM users WHERE username = '' OR "1'="1" AND password = ’’;

FERG RO PHLE IR, AR B R AR, AT K G R

42



WebiZE FE A [RIE

s Web NSS8sia g2 FHHEERIIRSES

n Web IRFGZEsMAMBFEFINZL index.php BIAFEEAT

s HIAEEDBMS (ZUEEEIERSR) , FHT SQLiEY

s HIEESERSRE SQUEGHIITEREZ Web IRSEE

m Web IRSEE51E Web TUEESEEA HTML $&TUAIXLE Web XIS
m Web XISSES##T HTML 34, BARABSRENSRER.

B P im AR 55 =5 WiEEEERS

RN WEiBiER | | HIEA IR

iAia] http: //www.shiyanlou.com ‘Dﬂﬁ. UBEFINAT index.php -" H4TSQLIES)

( EF PHP JSP ASP NET %) ( MySQL Cracle MsSQL % )

5—;
LN -

B EIEE

43



S
SQLEANBGEEZRGI: SIS

BFPAa:
=B
B3z £8

n FXI— P WebMIUEFLHAE, WSEDEEEESFEEEIEETH,
IEEEFRIIIZRISQLEIRER /I FHZL:

sql = "select * from users where username='$name"' and password='$pwd""

n FAFPBNZEREEHAN admin’ff, EIFHYTAISQLIETA:

select * from users where username='admin’ password="admin’

44



S
SQLEANBGEEZRGI: SIS

BFPAa:
=B
B3z £8

s NERAFIEERZFNL, SJLFIASQLIENINTGSaSIGNE, BiaNA
A& 9“admin’ or 1=1#" , ZRB“admin”, IATHHITAISQLIEGSS:

select * from users where username='admin' 1=1

» IEFARISQLIEEGG: #EEEDHEIEE, FRlAYIpassword f9¥IERE
AASNIT

« TOFFEHKRES or 1=1 B!
o [, SREE 17, ERAEEBOER M SRR

45



" S
SQLIEANIEZRER: IS

n BE, FENEASEEAFEMELRE, maEFHadninZRHEIG
FEINZ B NAImdSEFIEIEETEEEE, NMAMERER
SINERAER,

n  W{AISCERSQLIF NIREESCINEGIES T ?

v Response Headers view source

Connection: Keep-Alive
Content-Length: 180

Content-Type: text/html; charset=UTF-8
Date: Mon, 14 Dec 2020 03:30:34 GM

.md5($pass,true).""'"

Hint: "select * from ‘admin’ where password=

Keep-Alive: timeout=5, max=100

Server: Apache/2.4.18 (Unix) OpenSSL/1.0.2h PHP/5.6.21 mod_perl/2.0.8-dev Perl/v5.1
6.3

X-Powered-By: PHP/5.6.21

46



¥ .
SQLIEANIGEERG: SuF5Hg
n ik FIBEmdSAERSQLIFNILEER

“php

$password=" ffifdvop ; 2761722736¢95d99¢
» 921722cf9ed621c¢ »

'or'6E]é!r,uib

echo (md5 ($§password, true)) ;
'

s R ffifdyop X PNFAFERLEmdSIIELZ RERINFFTERE— 1AL
PSR SQLIENITEHNESR, flifdyop ¥ mdSIIEZ 5152

276£722736c95d99¢921722cf9ed621¢
B IR 6 IR R T -
‘or’6Eé!r,uib
EREAEE o F/F, EIEHAITHISQLIEGIR:
SELECT * FROM admin WHERE pass= ’or‘6E]é!r,uib’
WAL pass= or 1, B=ER[Eltrue

AN
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AZLBWebEN - XSSEULHIAINE

m TEM: XSS (cross site scripting) E2—fWebZ&iwiR, WEEET
AZEZNEEDENTEHA (BERJavaScript) , MTMEFEEN
R, 5. ENAEEEHTHaENE

s 152 XSSHRENKEESREHRES. HEFZAREHTR, BINE
BEREY &EE

s B8R FHUEE. SiEHFE. AsEN. BT, SRR sSE

WeR GETTFEX SS Jil] BEIAS () 0017, 9

search.asp?key=<script=alert( “XSS is coming” )</script>
z LHHN

I TR A RE I A

XSS iRl Bl A 2] A~ DL TR
5] Jm— > 4R
p———— 4 <script>alert( “XSS is coming” )</script>

T Tl 55 2
—— {: P

M Wi Response UL 1Al fii, AT XSS
<scriptralert( “XSS is coming” )</script>

Bl

48



XS SESUhIAFINE

o RIERFIEAFIEFE, BN IE S SRR T A RS SR

RIIBIXSS

s EYSSHP REEEEHERIEN
— IR

. IEE NI EEERREBNK
e Rz =

3. fe g5 s im SRHUGE RS HOF H E
AEH],  HRSS4% S 1Bl 45 R L I

2. A
o e 2

1 BB 18 S A O
ZHUT) URL HbhE R %25 H

ISABIXSS
s BERGEEEREEERRERS
28ch, FAFPNSSHEXATTER, KT
FokE

searchaspTkey=<scriptralert] “X5S iscoming” }</script>

Fmail QO
[
m hittp://192.168.186.200
ik



" A
XSSEULBIARINDE - Online demo

1 RTEE /MU (https://xss-game.appspot.com//E— N EEE BB =11
BeBfFEXSSmRE, WEETLUT EEJ)\WﬁﬁI)\%,%\JaVaSCFIpﬂtﬁg

xss-game.appspot.com &7

Congratulations, you executed an alert:

FourOrFour

hack it

Sorry, no results were found for

You can now advance to the next level. You are fooled!

. Try_again.

h1 style="color: #2ecc71 hl
m Try it yourself.

Google online XSS gaming: https://xss-game.appspot.com/

https://www.acunetix.com/blog/web-security-zone/test-xss-skills-vulnerable-sites/ 50
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JE—
AZ2NRFHER - ENXinhimiE

EN: T

i

SRR, R

ZEER . I

XWEeE, SEEC

EE & J 1HYBRE

L LEMETE, KIMERFIE

XENH

/—

17.

XI5,

EHTEN R

B R BB RS

;Figi&“%ﬂiﬁ (BEFPEREIEEAFIEIL) | EERBERAR
ZEHI

Z:3

R

—iRE NAVE D X B At ER XAEERX, N5

BRIASIEARE: 27 2B s RBIE NSRRI A/
BFEEREK . FEFRENESHEE P XANL R

AZERIREGRR -

(R T AR ERIFHT

4l strepy (). gets() &

IR
FEFEME/EZRSE . Windows, Linux. Free-BSDZE

ERTIPRTERIERREY,

RIS EAR
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FrsEliR: MERHE

n X (stack): BAZmiFssEHEID BN, F
BRI EE. BEETEESE, BATFEIE

RIES REHIER,

0 RERERN, REAHDEHKR, F
ENKX, FrLAEEIEITHIRESES B ER Gt

XAIHEIR.

SR SNEE. BASH.

n X (heap): —fZH

=7 R

X, A

Push y [ Pop

i

FelX (stack)

EFRAEI, EFER

FTRIEEEROSEI. BSEURETFRIEARR, DECHIUSRUNERR.

@

Py

LT

data nextO\

S

FRIEIT R

data

next @J

HE[X (heap)

~—

=857

data

A

SREt | RTHERGRE
52



EXiEL iR

s REESD, BEPTE2INFARI, BED
T FNRIREFIE (WFunc_A) AYHELERD

PRZUR [E]3B L

n FETEKERRZE, BEBE=HESH
BEBZE. gtk (WFunc_A) BOiBIEEZE

PREUR[EHBIE, 1SRk

EEd e

n HERER: (ENHRSZSNESURObYE

/

45
I I I -W\-
A
o

-

JRERAr Era
Ja i AR s b

X

Fe X (stack)

53




L N 32 : N | e |
it imiRERA
S buffer2KENSHcharsEBIEA, scanf () RERRFIINIE, strcpy( )G
P A\BpassiENE|bufferSMEHNXiEE, SbuffertBSfAVauthT=EHRNZT N 0"

1 #include <stdio.h)

2  #include<string.h>

3 #define PASSWORD "1234567"

4  int verify(char *password)

SH {

6 int auth;

7 char buffer[8];

8 auth = strcmp(password, m‘ //stremp () LB N S0 42 75 1EHf
9 strcpy(buffer, password); //strepy () 55 5 Flbuffer
10 return auth;

11 - )

12

13 int main(void){

14 int flag = 0;

15 char pass[1024]; bufferé&z
16 & while(1){

17 printf("enter the password:\t");

18 scanf("%s", pass); =
19 flag = verify(pass); aUthﬁE <
20 if(flag)

21 printf("password incorrect!\n");

22H else{

23 printf("congratulation!\n");

24 }

25 }

N
(o))
I
-




JE—
R X iR EE )

n FEERT, BAEfpassword “1234567”:

B | C:\Users\shizhuoyang01\Desktop\& i [XizH.exe

after 3.917 seconds with return value 0

n FIAEPX @aEiRR, BAfEiRpassword “qqgqqqqqq’

B | C\Users\shizhuoyang01\Desktop\&d Xz exe

enter the password:
congratulation!

d after 3

55



R X im iR 326

B 0 REE Z=M BA0 IEE E8E IS0 S0 BEH)

=l=lx
ERE=a=]- B @B oET @ MIE™

o

‘[Glnhals] j‘[ﬁ\ll global memhersj‘mﬁin j v
SEHEIED
E t#include <stdio.h> =l
N = P T TR #include<string.h>
# B R asst] | e PASSHORD 1234567

int verify{char =password)

int auth;

char buffer[8];

auth = strcmp(password, PASSWORD);
strcpy(buffer, password);

return auth;

int main{void){
int flag = B;
char pass[1824];
while{1){
printf(“enter the password:\t");
scanf ("%s", pass);
flag = verify{pass);
if(flag)
printf{’password incorrect?in”);
else{
printf{“congratulationt\n");
break;

<

"3 ClassV... | Bl FileView] ||

Loaded "APPB1.EXE’, no matching symbolic information found.

Loaded 'C:\Windous\SysUouWsuikernel3?.d11', no matching symbolic information found.
Loaded °C:\Windous\SysUOWo4s\KernelBase.dll', no matching symbolic information found.
The thread Bx48FC has exited with code -1873741518 (8xC088613A).

o 407274448 (bunaoAB12AY
TR S S Do 4 i -
2R

[EX

)& % > 02




S
ARENRFHIER - BN FTHRER

s EX: REFEFELERAUFFRENRENEANAEITIERS
RYISUEANSLIE, SEINEGEE B LUBE B USRS TULF AT
NEEIES, MMSEEARENA BRI TEE S SR

m 0, EWHEIprintf()RREN:
printf ("<EXHUFERFE>", <BEXR>);

%d - +iHE: SR
%s - FATER: NAFPIEENFT
%x - 7N 7N SIEL

¥

* |
¥ I
Input: printf("Color %s, Number %d, Float %4.2f", "red", 123456, 3.14); = B

S S o - e e

Output: Color red, Number 1234586, Float 3.14

s R —WHEIZRHENSY, FRE— ISR F
e, RIBZSECEETZENSH. SSTVUEEIER, B
FE TR F A SRR

s REFERRE: =R R
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AZE2HRFNER - B FI5H

s BIVEF R ERRIFIRE
HERAFER: BT %x. % FRIUFRTE, ERREFRIEL
&, SIEEFRTREdE. BRMERS
ESAFHIR: BY %n BV, FRSENRFEEILEAEE,
MTHESFEFRIIEH AR E RN S

RIBiEN . S EARMIT, WEE I RESBESRARE I
B EARIEEURSN, 5ISIEFITESRE

® ¢ ® o xji@XiaoyudeAir:
linclude <stdio.h>
#include<string.h>

- Code ./string
123456

= int main(void){ 123456?‘
$Er—%_ Sl Gl - Codz /strin
E/__ﬁ scanf("%s",a); ’ g
printf(a); 123456%d%s

return 0;

12345(11866805956123456%d%s)
» Coae g

27 (string.cpp) MRABI T RRRIHAITER 58



" S
AZZMNAFRHER - B FTEH

n T~ jFERFstring. cpp BRIRAS -

#include <s h, BO61FE30  OP61FEAC = "AAAA%
) @061FE34 BPE1FE4AC |<¥x> = BXBLFEAC
@O61FE38  BB61FFCC |<¥%x> = BX61FFCC
main(wvoid) 4 @B61FE3C  76E4D258 |<¥x> = BX76E4D258
@O61FEA@  FF12BE58 |<%x> = @xFF12BESS
@O61FEA4  FFFFFFFE  |<¥%x> = @xFFFFFFFE
@O61FEA8  76E473DA
PO61FEAC 41414141
@061FESO
@O61FES4
8061FESS
8061FESC
8061FEGO
O61FEG4
O61FEGS
@8061FEGC
@O61FE7¢  ©ROEEEES
@O61FE/4  ©POEEEE8
@O61FE78  ©OOEBEE

,.-1&,.-1&, 4 Kyl u‘L, F 44

76e4d256, 70734tbht , fHfffe,76ed473da,41414141,252c




AZEZRNRFANIER - BREER

m TEX: Use-After-Free, UAFRIAE—MHAFEHEEIR, KXEEERFRT
EAF (free) 25, BftERREFRAXRRNEFNEE. BTFXHRA
FAREEEWEMN D EAEMER, REFEAErsESHRTAIAY
178, WiEFER. SIEHE, EERNEETERIITERRS

-1

s [FE: BTFERNATEEREFIERZAFEXIERIEITES, XS
UsiEHE Al AFETT/ISEESET (dangling pointer)




AZEZRNRFANIER - BREER

<stdio.h>
<stdlib.h>
<string.h>

int main()
I

printf("pl addr: %p, content:

- ./uaf
pl addr: 0x600002bdo04@, content: hello
use-after-free.

p2 addr: 0x600002bddd4@, content:world
pl addr: 0x600002bddd4@, content:world

&R (uaf. cpp) Kt

=

. 1Bftp18IBAE, HEA “"hello”
BEmpl, (BR%EEE p1& Anull
1BEtp2EBREEANNE, HEA

“world”

pLEETEE, p2BRiEEERIAIMY
NE, BIFRRBZRIZGp1AIEIL
SEEp2, plSp2ititiERE, 1&8pl
BYE, p2th{Eet

[E8R: EAp1EEEN, (BRI
FRsRIEp28Y{E

R g e




AZZNRFANER - RE=FHER

n EX: BIEEFNAITERKRTS
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int i = 1;
void *mythreadi()
{ .
(1 = 1){
sleep(3);
)
printf("hack it!\n");

printf("you can try again!\n");
}
}

void *mythread2()
{
sleep(1);
1=2;
}

int main(int argc, char *argv[])

{
pthread_t idl,id2;
pthread_create(&idl, NULL, (void *)mythreadl,NULL);
pthread_create(&id2, NULL, (void *)mythread2,NULL);
pthread_join(id1,NULL);
pthread_join(id2,NULL); [
9:

1. MW 2 /2024/Code via
-+ ./race
you can try again!

1. MEERN =T £ /2024/Code via

> ./race
hack it!

2R (race. c ) RERRER

EFFETi{Tmythreadl (), AGE
FlEr 1 FT1aTsleep(3)RREL,
WRIHN THERRT:, TXESEAE
KRR, EFASFmythreadl()
, BemRfiTmythread2();

fEmythread2d, tHHfTsleep(1),
{EERTAIEESE, mythread2()BEJEE
Ebmythread1 ()5t "EE" 3K, A/
XJ i T TIEN;

Zfamythreadl ()REH(TRT, i AY
HEEWIESUI2T, FRAEH  hack

’

e

R

+d
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HZelhPeiE: BUERhEFENFIENS R
{4 FHETEN :

BTN BUEEFINZATL(CRP, Code Read Protection), 15
ECEF(CRP Key)EN$FEMFlashittiitdh, & _ LEREINEEIERD
BIRERE R IIEE

fEHEORRE: RREONERIITAGRIEN SR LIBITSE B
RIS EkEc BN EEBRIOEHMER

E{ENE . BB ERNENMEFHTINZITEEREX, BIfE
WEERSMSEMER, BITARMEEEIRRMCE

E{FSEFIGIE: £~ mAVEE RIS TN R MFIEHBIAILE
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3. ZERERERIATMEIT: Sl RASRSHINIE R R 2 RS
4. iSRRG EFNRER/IVEIR, B RENIZE SRR
5. BRMES: P LIARIER ARG Z EHE24RRY
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m EEX:

CANARY
CANARY, X "£22&£" , X EiadhfRiR, 2

—
n [RIE

im0 I TR AV R TR

EREGFFIART Se EH BB N\ canary(E, BREUR[E]IRIIGIEcanary 25
2, NRAMHEENFHRIEFHEHER

SREFE *:*%}i?‘ﬁl':l:.'})r;'ﬁﬁﬁj‘ WEA A LB SR AR B S

¥

=

s (R

ZHliR. PAT, i@ Acanaryfg, WHAEEFREMIUEEEE

sacanary, SEIGELMMELEM RHINGE

P mBBERYE R FR, AL LI im HiRRAFI
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CANARY

l. gcc -o test test.c /) BONEW . AJF/E Canary /47
2. gcc -fno-stack-protector -o test test.c //ZEH#RMGEI
3. //REHMERGT, AdRANREERFEE char ALK REEEA RPN
4, ¢gcc -fstack-protector -o test test.c
5. gcc -fstack-protector-all -o test test.c //GHHERMESY. NFTE REIEAEY
. A5
AR hE
buf buf
saved ebp < canary>
return address saved ebp
arg 1 return address
arg 2 arg 1
arg 2
e Ho ik

¥ LA canaryitf ¥ 4 A canary#f 73
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'UIIIIIIIIIII.
I REiRiIZiE TR - FORTIFY
m FORTIFY: —MBsMtBEFSoITAIE
s {ER: AFHEERESFEEN X aHFiGRIE, TADHTIE
XN EE NFRERZEL, Wmemcpy, memset,

stpcpy, strcpy, strncpy, strcat, strncat, sprintf,
snprintf, vsprintf, vsnprintf, gets<f

m EBE: ATEREEmUEN

L

Fortify Static Code Analyzer

Build secure software fast. Find security issues early and fix at the speed of

DevOps.



https://www.microfocus.com/en-us/products/static-code-analysis-sast/overview
https://www.microfocus.com/en-us/products/static-code-analysis-sast/overview
https://www.microfocus.com/en-us/products/static-code-analysis-sast/overview
https://www.microfocus.com/en-us/products/static-code-analysis-sast/overview
https://www.microfocus.com/en-us/products/static-code-analysis-sast/overview
https://www.microfocus.com/en-us/products/static-code-analysis-sast/overview
https://www.microfocus.com/en-us/products/static-code-analysis-sast/overview
https://www.microfocus.com/en-us/products/static-code-analysis-sast/overview
https://www.microfocus.com/en-us/products/static-code-analysis-sast/overview
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Cyber Grand Challenge
m CGC(Cyber Grand Challenge): ZEA=Defcons | NBI—FTHITEES,
ZEDARPAE DS EHIIHIE S B RS S

» CGCEEEIMLATEMCHIMSBHERSE, FHEBEBREBXERIN
XIFHIIETE, RNMIISARIMSIE, FFEBE HRBIRHEE
L IBIRIESEZE,

m ForAllSecure BYH188 AMayhem3k{8 7 IEF, 1552 ¥ David Brumley
from CMU CyLab)

https://en.wikipedia.org/wiki/2016_Cyber_Grand_Challenge
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(RS ERIEHS

B [E{4ENX: Combination of a hardware device and computer instructions or
computer data that reside as read-only software on the hardware device

B EE—SSR iR mEERIR Y, BiREhl, StNSEE(F
NgE. BER—TAFREAEMMEENIEXY, BEBIOS,

Vs
BootLoaderZs,

[0 BIOS: basic input/ output system, EAMABILERS, BHREYIRCF0N
AR ERE, MEREFEINFEBootLoader, ERABNEINERIE—IRE

O BootLoader: BI5|S4Efr, BB BRSNS REERERFEER
R FARHFRITEER.

B Q: {RmhIHI5?
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m R

1= . EEF IR E EERE ﬁ%ﬂﬁﬁ% SERREIE <A

HURERL, EE—HSVE R BE R

s AR

I\\\

B AR B ARNEEREIIREHER, B TR T45
TR BRGNS, JIREERI R,

Sl (ﬁEEFFTE{f—(HIiQ) AT — 1T RARREMREET(F
Roirtt, EEMTER SRR SRR,

IKEl CHPMEHRERSS) | AF EEREHEEEG#TEERN
2R, ACISE SR, i SEEaEED, AmER
#:ng% (bus) BVEEAEFERSE (subsystem) SEER R
ZAHLE,

IXEHFENRR R ERKSHE, (EEEETANEER.
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B ARSI TIKEEREL AR, BERIE TR E R T,
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B &
O R AP R EIRITHIREFEEER, ©RERFEESSLIAEIIRE
HYTRER GRS,
O BEERNRITERIARILEFPERSZRE, Hk, BEERELDETH
[EREtRY “=AERBI" 1CRL,

m RIERI
O @ FERJava, PythonZ KISRESHE, BITSEREFIFRHIEY
el A.

O B EEIMERIES (MCES) ®S, JLFIRBES, HARBRE
R MREBESESIRY.
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B {RFE
O 34—z THECPUFIE A ERE £, FHRIARAMANINEFFIERIR T
AINEETE.
O B EEAEEECPULIETT, MEETHETSMEGIIRVNEERS T
z1T, PRI NEIRIsRHIFiERR = HET.
B SEERIEE
O BRI T B U RO RT3 T
O EHROEFCR IR, BIINFEEE xRS, BERPFEEENN
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PIEX RS & B RIZSTS

w Bk EESLRIERE RInE B ETH

mIEHEREIIRERS, TR EEHAVER

FHIHERF

JE—EAIECIR L.

s BN FIEFRAANAERE SRR E
RSB IR A5E. MRS,
RMXERFBANFHUEFERER.

struct trx_header{

}

uint32_t magic;
uint32_t len;
uint32_t crc32;

uint32_t flag version;

uint32_t offsets[3];

trx_headerfISZ 48
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Isbin HFIRR G S, RARGEH ] LUEH]
Idev AR % 5 B A 42 IR SO A

letc IR G E B E S

Nlib FEIRCE = E AT N ER B SR B AR 5

/home RGENBIH P SRk

Iroot RGEHE T E R

lusr AL R pIFe e g

Ivar AT AR R, 9l dnlog STt IR SCF2¢
Iproc HF, WAENproc Ut RS HEE
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